
SİDERKEMCO METALURJİ SAN. VE TİC. A.Ş. 

POLICY ON DATA PROTECTION AND PROCESSING 

 

1. INTRODUCTION 

As per article 20 of the Constitution of the Republic of Turkey, everyone has the right to claim protection 

of his/her personal data. This right encompasses the right of an individual to collect information on his 

personal data, to access these data, to request correction or erasure of the same, and to learn whether 

such data are used for their intended purposes. 

The Law on Protection of Personal Data no 6698 (“LPPD”) sets forth the protection of fundamental rights 

and freedoms of individuals in processing of personal data and the obligations of the real and legal 

persons processing personal data and principles and procedures that they shall comply with. The 

purpose of this Policy on Data Protection and Processing (the “Policy”) is to ensure compliance of 

Siderkemco Metalurji San. ve Tic. A.Ş. (the “Company”) with the obligations in relation to the 

regulations of LPPD. 

The subject of this Policy is to set forth the principles for protection and processing of the personal data 

of employees, candidate employees, the Company’s shareholders, the Company’s officials, visitors, the 

employees, shareholders and officials of those organizations in cooperation with us and other third 

persons. 

In case of any discrepancy between LPPD and other relevant legislation and this Policy, the legislation 

in force shall apply. 

 

2. PURPOSE 

This Policy is prepared for the purpose of, right of privacy being in the first place, protecting the 

fundamental rights and freedoms of individuals in means of processing of personal data and setting forth 

the obligations of the real and legal persons processing personal data and principles and procedures 

that they shall comply with. 

This Policy aims to carry out and develop the activities carried out by the Company in concordance with 

the principles contained within LPPD and to inform data subjects.  

 

3. DEFINITIONS 

The definitions used in this Policy are given as below:  

Explicit consent The consent in relation to a specific matter, which is based on being 

informed and which is given with free will 

Anonymization The process of rendering it impossible for the personal data to be 

associated with any identified or identifiable person in any way, even if the 

personal data are matched with other data 

Employee All the real persons working in affiliation with the Company for a definite 

or indefinite period 

Candidate employee Real persons who render their CV and their relevant information 

accessible to the Company by making a job application to the Company 

Personal health data Any type of health information relating to an identified or identifiable real 

person 

Personal data Any information relating to an identified or identifiable real person 

Data processing Any operation performed on the data, such as collecting, recording, 

storage, retention, alteration, re-organization, disclosure, transferring, 

takeover, making retrievable, classifying, or preventing the use of the 



personal data, by fully or partly automated means, or by non-automated 

means provided that they are part of a data recording system. 

LPPD The Law on the Protection of Personal Data No. 6698 

DP Board Data Protection Board 

DP Institution Data Protection Institution 

Sensitive personal 

data 

Data in relation to race, ethnic origin, political opinion, philosophic belief, 

religion, sect or other beliefs, appearance, membership to associations, 

foundations or unions, health, sexual life, criminal convictions and security 

measures, as well as biometric and genetic data. 

Data processor Real or legal person who processes the personal data on behalf of and 

based on the authority granted by the data controller. 

Data subject A real person who is deemed as a “data subject” in LPPD, whose data are 

processed 

Data Subject’s 

Application Form 

The application form to be used by those data subjects whose personal 

data are processed within the body of the Company, while making their 

applications in relation to their rights mentioned in article 11 of LPPD 

Data controller Real or legal person who determines the purposes and means of the 

processing of personal data, and who is responsible for establishment and 

management of the data recording system 

Visitor Real persons who have entered to the Company’s physical facilities for 

various reasons or visited its websites 

Data Controllers' 

Registry 

The data controllers’ registry kept by the Personal Data Protection Board 

Data Inventory The inventory created and detailed by the Company by associating the 

personal data processing activities carried out according to its business 

processes with the purposes of personal data processing, the recipient 

group to which personal data are transferred and the relevant data subject 

group 

 

4. GENERAL PRINCIPLES IN RELATION TO DATA PROCESSING 

Pursuant to article 3 of LPPD, any transaction carried out on the personal data, such as collecting, 

recording, storage, retention, alteration, re-organization, disclosure, transferring, takeover, making 

retrievable, classifying the personal data or preventing its usage, by fully or partly automatic means, or 

by non-automatic means provided that they are part of a data entry system, is included in the scope of 

data processing. 

The following principles are obligatory to be complied with while data processing: 

a. Being lawful and in compliance with the principles of honesty 

Our Company carries out the data processing activities lawfully and in compliance with the 

principles of honesty, in accordance with LPPD and relevant legislation, the Constitution being 

in the first place. 

b. Being accurate and up-to-date 

While processing personal data, our Company takes the necessary administrative and technical 

measures aimed at ensuring accuracy and up-to-dateness of personal data.  

c. Processing for specific, clear and legitimate purposes 

Before starting data processing, our Company expressly and definitively determines its 

legitimate purpose of data processing. 

d. Being related, limited and proportionate to their purpose of processing 



Our Company processes personal data to the extent necessary for achieving the predetermined 

purposes. Data are not processed with the assumption that they might be used subsequently.   

e. Being stored for the period specified in the relevant legislation or required for the 

purpose of processing thereof 

Our Company stores personal data for a period stipulated by LPPD and relevant legislation or 

required by the purposes of processing of data.  

 

5. CONDITIONS FOR DATA PROCESSING 

Our Company may process personal data and sensitive personal data by explicit consent of the data 

subject or without the explicit consent in cases stipulated by articles 5 and 6 of LPPD.  

5.1. Data Processing 

As a rule, our Company processes personal data based on explicit consent. On the other hand, it 

carries out data processing activities without seeking explicit consent in accordance with the conditions 

for data processing set forth in article 5 of LPPD:  

a. Where it is explicitly stipulated by laws. 

b. Where it is mandatory for the protection of life or bodily integrity of a person who is incapable of 

giving his/her consent due to actual impossibility or whose consent is legally invalid, or of another 

person.  

c. Where data processing belonging to the parties of a contract is necessary, provided that these 

are directly related to the conclusion or performance of the said contract. 

d. Where it is obligatory for our Company to fulfill its legal obligation. 

e. Where the data subject has made the personal data public. 

f. Where it is mandatory to process data for the establishment, exercise or protection of a right. 

g. Where data processing is mandatory for the legitimate interests of our Company, provided that 

the fundamental rights and freedoms of the data subject are not prejudiced. 

5.2. Processing of Sensitive Personal Data: 

In processing of those personal data specified to be sensitive, which bear the risk of creating 

discrimination when they are processed unlawfully, our Company carries out data processing in 

accordance with the conditions for data processing set forth in article 6 of LPPD. In addition, the 

necessary measures determined by the DP Board are also taken when processing sensitive personal 

data. Processing of sensitive personal data without the explicit consent of the data subject is 

prohibited. However, sensitive personal data may be processed without explicit consent of the data 

subject in the following cases: 

a. Processing of Personal Health Data: 

On condition that the Company shall (i) take sufficient measures to be stipulated by the Ministry of 

Health, (ii) act in accordance with the general principles, and (iii) be under the confidentiality 

obligation, personal health data may be processed in case of existence of any of the below-listed 

conditions: 

- Explicit consent in written of the data subject 

- Protection of public health 

- Preventive medicine 

- Performance of medical diagnosis, treatment and care services, 

- Planning and management of health services and financing thereof 

b. Processing of Sensitive Personal Data Other Than Personal Health Data 

It will be possible to process the data in this context in case of existence of explicit consent of the 

data subject and in the cases stipulated by laws. 

 



6. ENSURING SECURITY AND PRIVACY OF PERSONAL DATA 

In accordance with article 12 of LPPD, our Company takes the necessary technical and administrative 

measures to prevent unlawful processing of and access to the personal data processed by it and to 

provide appropriate security level to ensure protection of personal data. 

6.1. Technical Measures Taken to Ensure Lawful Data Processing and to Prevent Unlawful 

Access to Personal Data 

Our Company has taken the necessary technical and technological security measures for the purpose 

of protecting personal data and taken personal data under protection against possible risks. Technical 

measures conforming to the technological developments are taken and the measures taken are 

updated and renewed periodically. Systems in conformity with the technological developments are 

used and the following measures are taken in order to store personal data in secure environments: 

- Network and application security 

- Security measures regarding purchase, development and maintenance of IT systems 

- Authorization matrixes for employees 

- Recording access logs 

- Withdrawal of authorization of the employees that quits job or changes position 

- Up-to-date anti-virus software 

- Firewalls 

- Following-up security of personal data 

- Saving backups of the personal data and keeping that backups secure  

- Applying and following up user account management and authorization control systems 

- Keeping log records with no access by the users 

- Using intrusion detection and prevention systems 

6.2. Administrative Measures Taken to Ensure Lawful Data Processing and to Prevent Unlawful 

Access to Personal Data 

- Training and raising the awareness of the company’s employees in relation to LPPD 

- In cases where transfer of personal data is in question, ensuring that a record shall be included 

into the contract concluded with those persons to whom the personal data are transferred, 

regarding that the party to which the personal data are transferred shall fulfill data security or 

signing protocols accordingly 

- Determining what are required to be fulfilled for compliance with LPPD and preparing the internal 

policies for their implementation. 

- Selecting the data controller and contact person who will be responsible for protection of the 

personal data within the Company and observe the relevant rules 

- Limiting the in-house access to the personal data stored, only to those personnel who need to 

access them as required by their job description 

- In case the personal data processed are collected by others by unlawful means, informing the 

person concerned and the Board of this circumstance and preparing an in-house policy in this 

respect 

- Performing the in-house audits necessary for the purpose of implementation of the provisions of 

LPPD and eliminating the confidentiality and security gaps arisen in consequence of the audits 

- Signing letters of undertaking with the personnel for protection of personal data, which contains 

provisions for confidentiality 

6.3. Measures to be Taken in Case of Unlawful Disclosure of Personal Data 

In case personal data processed are collected by others by unlawful means despite the necessary 

security measures taken, our Company shall as soon as possible inform the relevant data subject and 

the DP Board of this circumstance. 



 

7. PURPOSES OF DATA PROCESSING AND STORAGE PERIOD OF PERSONAL DATA 

7.1. Purposes of Data Processing 

Personal data are processed by our Company within the frame of below-listed purposes: 

- Carrying out the information security processes 

- Carrying out the Candidate Employee / Intern / Student Selection and Placement Processes 

- Carrying out the Application Processes of Candidate Employees 

- Fulfilling the Obligations Towards the Employees that Arise from the Employment Contracts and 

Legislation 

- Carrying out the Financing and Accounting Affairs 

- Ensuring Security of Physical Locations 

- Following up and Carrying out Legal Affairs 

- Carrying out Legal Procedures 

- Carrying out Communication Activities 

- Keeping Signature Circulars 

- Planning of Human Resources Processes 

- Carrying out and Auditing Business Activities 

- Carrying out Occupational Health and Safety Operations 

- Keeping the Statements of Employment 

- Keeping the Statements of Dismissal 

- Carrying out the Processes of Purchasing Goods and Services 

- Carrying out the Quality Control Processes in Purchasing Goods and Services 

- Carrying out the Processes of Sales of Goods and Services 

- Carrying out the Production and Operation Processes of Goods and Services 

- Keeping the Accounting Records and Making the Payments 

- Carrying out the Payment Transactions  

- Following up the Times of Arrival to - Departure from Work of Personnel 

- Preparing the Delivery Notes 

- Processes for Control of Personal Files of the Employees of Contractors 

- Following up the Products to be Procured 

- Carrying out Commercial and Legal Procedures 

7.2. Periods of Storage of Personal Data 

Our Company determines whether any period is stipulated by the relevant legislation for storage of 

personal data. If a period is stipulated by the relevant legislation, it complies with this period, and if no 

period is stipulated, it stores personal data for a period required for the purpose of processing thereof. 

If the purpose for processing the personal data has disappeared and the period prescribed by the 

relevant legislation and/or our Company has expired; personal data may only be stored to constitute 

evidence in the legal disputes or to claim the right associated with the personal data or to establish 

defense. Our Company does not store personal data based on the possibility to use them in the future. 

 

8. ERASURE, DESTRUCTION AND ANONYMIZATION OF PERSONAL DATA 

Pursuant to article 7 of LPPD, if the reasons which require data processing have disappeared, although 

they were processed in compliance with the relevant legislation, such personal data shall be erased, 

destroyed or anonymized by our Company ex officio or upon the request of the data subject. 



Procedures and principles in this respect shall be fulfilled in accordance with LPPD and the Regulation 

on Erasure, Destruction or Anonymization of Personal Data which was published in the Official Gazette 

no 30224 dated 28.10.2017. 

In the first periodical destruction process following the date on which our obligation to erase, destroy or 

anonymize personal data has become due, our Company shall erase, destroy or anonymize personal 

data. 

The time interval in which periodical destruction will be carried out is every six months. 

When an application is made to our Company and erasure or destruction of personal data is requested; 

a. If all conditions for data processing have disappeared, personal data subject to the request shall 

be erased, destroyed or anonymized. The request shall be finalized within thirty days at the latest 

and the requesting party shall be informed. 

b. If all conditions for data processing have disappeared and personal data subject to the request 

have been transferred to third persons, such third persons shall be informed of this circumstance, 

and performance of the procedures required under the Regulation on Erasure, Destruction or 

Anonymization of Personal Data shall be ensured. 

c. If all conditions for data processing have not disappeared, the request may be rejected by 

explaining the reason of this as per paragraph three of article 13 of LPPD, and the requesting party 

shall be informed of the rejection in a reply communicated in written or in electronic environment 

within thirty days at the latest. 

8.1. Techniques of Erasure and Destruction of Personal Data 

Erasure of personal data is the process of rendering personal data inaccessible and non-reusable for 

relevant users in any manner. 

Destruction of personal data is the process of rendering personal data inaccessible, non-restorable 

and non-reusable by any person in any manner whatsoever. 

For example: physical destruction, erasure from software securely, erasure by an expert securely... 

8.2. Techniques for Anonymization of Personal Data 

Refers to rendering it impossible for personal data to be associated in any manner with the identity of 

a real person who is identified or identifiable, even if they are matched with other data. 

For example: masking, data derivation, using nickname, aggregation, data mixing... 

 

9. THIRD PERSONS TO WHOM PERSONAL DATA ARE TRANSFERRED AND THE PURPOSES 

OF TRANSFERRING 

Procedures and principles to be implemented in transfer of personal data are set forth by articles 8 and 

9 of LPPD and personal data and sensitive personal data of data subject may be transferred to third 

persons in the country and abroad. In order that the Company’s activities can be performed, personal 

data may be processed by the Company under LPPD and other legislation and shared with the 

Company’s group companies, infrastructure suppliers, third persons from whom it procures services, its 

dealers, insurance companies, banks/financing companies, services and contracted organizations for 

performance of after-sales services, real and legal persons in a representation relation with us, our 

business partners and other third persons. However, in any case, except for the exempted 

circumstances, personal data may not be transferred without explicit consent of the data subject. 

9.1. Data Transfer within the Country 

In accordance with article 8 of LPPD, transfer of personal data within the country shall be possible on 

condition that any one of the conditions specified in the section 6 of this Policy titled “Conditions for 

Processing of Personal Data” is met.  



9.2. Data Transfer to Abroad  

In accordance with article 9 of LPPD, in case personal data are transferred abroad, in addition to 

having met the conditions for domestic transfers, existence of any one of the below circumstances is 

sought: 

- The country to which the transfer will be made is among those countries having sufficient 

protection which are announced by the DP Board 

- In case there is not a sufficient protection in the country to which the transfer will be made, data 

controllers in Turkey and in the relevant foreign country commit, in writing, to provide a sufficient 

protection and the permission of the DP Board is obtained. 

 

10. OUR COMPANY’S OBLIGATION OF INFORM 

Our Company should inform data subjects during collection of the personal data in accordance with 

Article 10 of LPPD. In this context, our Company fulfills its obligation to inform on the following issues: 

a. Title of our Company in the capacity of data controller  

b. The purpose for processing of personal data 

c. To whom and for what purposes the processed personal data may be transferred 

d. Method of and legal grounds for collection of personal data, 

e. Rights of the data subject specified in the section 12.1 titled “Right of Application” of this Policy. 

 

11. RIGHTS OF DATA SUBJECTS AND EXERCISE OF THESE RIGHTS 

In accordance with article 13 of LPPD, rights of data subjects are assessed and data subjects are 

informed as required, through this Policy as well as the Data Subject’s Application Form. Data subjects 

may communicate to us their complaints or requests in relation to processing of their personal data, 

within the frame of the principles specified in the relevant form. 

11.1. Right of Application 

Pursuant to article 11 of LPPD, everyone whose personal data are processed can make an application 

to our Company and make requests on the following issues: 

a. To learn whether or not his/her personal data have been processed, 

b. To request information on the procedure, if his/her personal data have been processed,  

c. To learn the purpose of processing of his/her personal data and whether or not they are used in 

line with their purpose,  

d. To collect information about the third persons to whom his/her personal data are transferred in 

the country and abroad, 

e. If his/her personal data have been processed in an incomplete and wrongful manner, to request 

correction of the same and to request that the third parties to whom their personal data are 

transferred are also informed of such correction procedure, 

f. If reasons for the processing of the personal data have disappeared, to request that they are 

erased, destroyed, or anonymized, and to request that the third parties to whom personal data 

are transferred are also informed of the transactions performed in this regard, 

g. To object to the occurrence of any adverse outcome against the data subjects, due to the analysis 

of his/her personal data exclusively through automated systems, 

h. To request indemnification for the damages in the event that they incurred damages due to 

unlawful processing of his/her personal data.  

11.2. Circumstances out of the Scope of the Right of Application 

Pursuant to article 28 of LPPD, it shall not be possible for the data subjects to bring forward their rights 

in the following circumstances: 



a. Processing of his/her personal data by real persons in regard to activities completely related to 

himself/herself or his/her family members living in the same residence, provided that they are not 

handed over to third persons and that the obligations concerning data security are followed, 

b. Processing of his/her personal data for research, planning, statistical and similar purposes by 

anonymizing them through official statistics, 

c. Processing of his/her personal data for purposes concerning arts, history, literature or science, or 

within the scope of freedom of expression without violating the national defense, national security, 

public security, public order, economic security, right of privacy or personal rights, and without 

committing a crime, 

d. Processing of his/her personal data as part of preventive, protective and intelligence-related 

activities carried out by public agencies and institutions tasked and authorized by law to ensure 

national defense, national security, public security, public order and economic security, 

e. Processing of his/her personal data by judicial or execution authorities concerning investigation, 

prosecution, litigation or execution processes. 

Pursuant to paragraph 2 of article 28 of LPPD, except for the right to claim compensation of damages, 

it shall not be possible for the data subjects to bring forward their rights in the following circumstances:  

a. Requirement of processing personal data for prevention or investigation of crimes. 

b. Processing of personal data anonymized by the relevant person himself/herself. 

c. If processing of personal data is necessary for the performance of supervision or regulatory 

duties, or disciplinary investigation or prosecution by public institutions and organizations and 

professional organizations with public institution status that are assigned and authorized based 

on the authority granted by the law. 

d. Requirement of processing personal data for protection of the State's economic and financial 

interests concerning the issues of budget, taxation and finance. 

11.3. Procedure for Response 

In accordance with article 13 of LPPD, our Company shall finalize the requests in applications made 

by data subjects, free of charge, as soon as possible and within 30 days at the latest depending on 

the nature of the request. In accordance with article 13 of LPPD, the application should be sent to our 

Company in written or by other methods to be determined by the DP Board. 

Application of data subject may be rejected in the below-specified circumstances: 

a. Where it prevents rights and freedoms of other persons 

b. Where it requires disproportionate effort 

c. The information is available to public 

d. Where it endangers privacy of others 

e. Existence of any one of the circumstances out of the scope pursuant to LPPD 

 

12. DATA PROCESSING ACTIVITIES CARRIED OUT WITHIN THE COMPANY 

12.1. Camera Monitoring Within the Company 

In order to protect our interests in relation to ensuring security of our Company and other persons, 

camera monitoring is carried out within our Company and our factory. 

In accordance with the provisions contained within LPPD, this Policy is published on our website in 

respect of the camera monitoring activity by our Company, and a notice regarding that monitoring is 

performed is hung at the entrance to the areas where monitoring is performed. 

No monitoring is performed at the areas where a consequence of intervention to privacy of the person 

may arise. Security camera records can be accessed only by limited number of employees of our 

Company, and by employees of the security company which is our supplier in cases where the need 



arises. The said persons who have access to the records declare by virtue of the confidentiality 

agreement signed by them, that they shall protect the confidentiality of the data accessed. 

12.2. Entry – Departure Records of Those Persons Who Visit our Company  

Personal data processing activity is performed with the aim of following up the entry and departure of 

our guests who visit our Company. While collecting the name and surname and ID number of those 

persons visiting our Company, the said data are processed only for this purpose and the relevant 

personal data are recorded into the recording system in physical environment. 

 

13. ENACTMENT OF THE POLICY 

This Policy was prepared to be submitted to approval at the board of directors meeting of our Company 

dated […], and it shall enter into force upon the approval of the board of directors of our Company. This 

Policy may be revised by the Company in cases where deemed necessary. In cases where a revision 

is in question, the most up-to-date form of the Policy shall be given on the Company’s website. 


